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AMERICA’S NEW WELCOME MAT: A LOOK AT
THE GOALS AND CHALLENGES OF THE US-
VISIT PROGRAM

THURSDAY, MARCH 4, 2004

HOUSE OF REPRESENTATIVES,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 2:08 p.m., in room
2154, Rayburn House Office Building, Hon. Tom Davis of Virginia
(chairman of the committee) presiding.

Present: Representatives Tom Davis of Virginia, Schrock, Dun-
can, Turner, Maloney, Tierney, Clay, Watson, Van Hollen,
Ruppersberger, and Norton.

Staff present: Melissa Wojciak, staff director; David Marin, dep-
uty staff director and communications director; Drew Crocket, dep-
uty communications director; David Young, counsel; John
Cuaderes, professional staff member; Jason Chung, legislative as-
sistant; Teresa Austin, clerk; Brien Beattie, deputy clerk; Michael
Yeager, minority deputy chief counsel; Denise Wilson, minority pro-
fessional staff member; Cecelia Morton, minority office manager;
and Jean Gosa, minority assistant clerk.

Chairman ToM Davis. Good afternoon. A quorum being present,
the Committee on Government Reform will come to order.

We meet today to look into the implementation of the US-VISIT
program by the Department of Homeland Security. US-VISIT
stands for the U.S. Visitor and Immigrant Status Indicator Tech-
nology Program. When completed the program will track the entry
and exit of most non-immigrant visa holders who enter the United
States. At the outset it is important to acknowledge the scope of
this undertaking.

In 2003 there were over 427 million inspections at U.S. ports of
entry. Of these inspections, 62 percent involved people from other
countries. There are over 300 land, air, and seaports of entry in the
United States, from Dulles International Airport to the land cross-
ing at Del Rio, TX.

The vast majority of these inspections, 79 percent, take place at
land border crossings. Unfortunately, it is at these crossings where
the constraints of space and time combine to place a potentially
dangerous burden on legitimate travelers to the United States.
Even though only 18 percent of all travelers seek entry at airports,
the interrelated nature of our domestic hub system creates special
problems for airports as well.
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At the same time, the implementation of US-VISIT thus far has
not resulted in significant waiting time increases for the traveling
public. Although these efforts have achieved some success and gov-
ernment agencies are enthusiastically looking for feedback in im-
proving technology and management methods, US-VISIT faces im-
mense challenges as additional consular posts, land border crossing
points, and exit points begin to collect biometric data.

Some would say the risks associated with these challenges sug-
gest that this sort of nationwide integrated reform of our border
control system is too ambitious. But those people underestimate
the damage even one more terrorist event like September 11th
could cause our Nation. People want to do business here because
we provide a safe and stable commercial environment. Providing
and maintaining this environment is one of the most important
things this government can do.

Having said that, there are legitimate questions Congress should
ask about the planning, acquisition, and implementation of US-
VISIT. First, we would like an update on the effects of the Incre-
ment I implementation for entry at airports to date. Second, it
would be helpful to have a brief description of the acquisition strat-
egy you have put in place. It would be helpful to understand how
DHS and the Department of State are working together to create
an integrated visa issuance and border verification system that
Levzrages all of the information gained at both the consulate and

order.

This committee is also interested in how both DHS and the State
Department are reaching out to domestic and foreign stakeholders.
Is DHS applying the lessons learned from the TSA baggage screen-
ing implementation as it plans for the exit function of the US-
VISIT program? How are DHS and State informing and educating
the foreign business community about US-VISIT?

The multitude of questions surrounding this implementation cre-
ates a nexus of issues that the Committee on Government Reform
is uniquely positioned to discuss. The need for the various related
agencies involved to not only cooperate but to allow their internal
data bases to talk to each other on a minute-by-minute basis world-
wide marks a new standard for interagency collaboration. The ef-
fort to use next generation technologies in a real world environ-
ment is both laudable and worthy of study. Can DHS institute a
system that works today and will be flexible to change in the com-
ing years? Is DHS’ acquisition plan and schedule reasonable and
realistic? Can government effect a nationwide integration while
truly exploring and identifying the best solution possible?

As the Nation anticipates the next phases of DHS’ US-VISIT pro-
gram, we need to recognize that this new system is being imple-
mented in a time when this Nation faces a continuing terrorist
threat. Today’s terrorists have decided to engage in asymmetrical
warfare by attacking our people and institutions instead of our
military. Simply following the old best practices model will not pro-
vide an effective defense of our homeland. As a Congress we have
to give our most talented Federal employees the authority to tear
down stovepipes and create a flexible, scaleable solution for track-
ing activity at our Nation’s borders. This is a monumental task,
and there is no room for error.
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We welcome today the Honorable Asa Hutchinson from the De-
partment of Homeland Security and the Honorable Maura Harty
from the Department of State. We also have a second panel, which
I will introduce later. We believe all of these witnesses will provide
the committee with a diverse set of opinions and viewpoints, and
I very much look forward to today’s hearing.

I now yield to any other Members who wish to make opening
statements. The gentlelady from the District of Columbia, Ms. Nor-
ton.

[The prepared statement of Chairman Tom Davis follows:]
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Opening Statement of Chairman Tom Davis
Government Reform Committee Hearing
America's New Welcome Mat: A Look at the Goals and
Challenges of the US-VISIT Program
March 4, 2004

We meet today to look into the implementation of the US VISIT program by the
Department of Homeland Security. US VISIT stands for the U.S. Visitor and Immigrant
Status Indicator Technology Program. When completed the program will track the entry
and exit of most non-immigrant visa holders who enter the United States. At the outset it
is important to acknowledge the scope of this undertaking.

In 2003 there were over 427 million inspections at U.S. ports of entry. Of these
inspections 62% involved people from other countries. There are over 300 land, air and
seaports of entries in the United States, from Dulles International Airport to the land
crossing at Del Rio, Texas.

The vast majority of these inspections, 79%, take place at land border crossings.
Unfortunately it is at these crossings where the constraints of space and time combine to
place a potentially dangerous burden on legitimate travelers to the United States. Even
though only 18% of all travelers seek entry at airports, the interrelated nature of our
domestic hub system creates special problems for airports as well.

At the same time, the implementation of US VISIT thus far has not resulted in significant
waiting time increases for the traveling public. Although these efforts have achieved
some success and government agencies are enthusiastically looking for feedback in
improving technology and management methods, US VISIT faces immense challenges as
additional consular posts, land border crossing points, and exit points begin to collect
biometric data.

Some would say the risk associated with these challenges suggest that this sort of
nationwide integrated reform of our border control system is too ambitious. But those
people underestimate the damage even one more terrorist event like September 11% could
cause to our nation. People want to do business here because we provide a safe and
stable commercial environment. Providing and maintaining this environment is one of
the most important things this government can do.

Having said that, there are legitimate questions Congress should ask about the planning,
acquisition and implementation of US VISIT. First, we would like an update on the
effects of the Increment I implementation for entry at airports to date. Second, it would
be helpful to have a brief description of the acquisition strategy you have put in place. It
would also help to understand how DHS and the Department of State are working
together to create an integrated visa issuance and border verification system that
leverages all of the information gained at both the consulate and border.
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This Committee is also interested in how both DHS and the State Department are
reaching out to domestic and foreign stakeholders. Is DHS applying the lessons learned
from the TSA baggage screening implementation as it plans for the exit function of the
US VISIT program? How are DHS and State informing and educating the foreign
business community about US VISIT?

The multitude of questions surrounding this implementation creates a nexus of issues that
the Committee on Government Reform is uniquely positioned to discuss. The need for
the various related agencies involved to not only cooperate but to allow their internal
databases to talk to each other on a minute-by-minute basis worldwide marks a new
standard for inter-agency collaboration. The effort to use next-generation technologies in
a real world environment is both laudable and worthy of study. Can DHS institute a
system that works today and will be flexible to change in the coming years? Is DHS’s
acquisition plan and schedule reasonable and realistic? Can government effect a
nationwide integration while truly exploring and identifying the best solution available?

As the nation anticipates the next phases of DHS’s US VISIT program, we need to
recognize that this new system is being implemented in a time when this nation faces a
continuing terrorist threat. Today’s terrorists have decided to engage in asymmetrical
warfare by attacking our people and institutions instead of our military. Simply
following the old best practices model will not provide an effective defense of our
homeland. As a Congress we have to give our most talented federal employees the
authority to tear down stovepipes and create a flexible, scalable solution for tracking
activity at our nation’s borders.

This is a monumental task, and there is no room for error.

We welcome today the Honorable Asa Hutchinson form the Department of Homeland
Security and the Honorable Maura Harty from the Department of State. We also have a
second panel, which [ will introduce later. We belicve all of these witnesses will provide
the Committee with a diverse set of opinions and viewpoints, and I very much look
forward to today’s hearing.
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Ms. NORTON. Mr. Chairman, I appreciate this hearing. I am
going to try to stay as long as I can, probably not the entire time.
I do want to say that on my way to Guantanamo this past weekend
we stopped in Miami and had the US-VISIT demonstrated to us.
At one level, it is very impressive, putting your finger up and then
a bunch of data is retrieved. We also saw foreign visitors who
seemed to be getting through fairly quickly. We noted, though, that
we were not at the height of the season when these foreign visitors
come. The time it took was more than we were told it would. Nev-
ertheless, when you see all the information come up quickly, it en-
couraged us.

At the same time, obviously, it is the first time we have done this
kind of intrusive investigation of people as they come in. The first
thing that crossed my mind was that there would be visitors, par-
ticularly from Latin America or from Europe, who would find an
easier way to get where they wanted to get. Many of our visitors
come through the United States. I was concerned about that. My
other concern would be whether we are going to make at the ports
what we now have at the airports. We have not found a way to get
around the long lines. We know it is necessary to look closely at
people and at their luggage and everything they are carrying with
them. We know that perhaps technology will get us to the point
where that is done more efficiently and more quickly.

Now that we are doing an analog of that at the ports, I think
we have to be mindful of the concerns that we have had in our do-
mestic airlines, and particularly when foreign visitors, who may be
precisely the kind of visitors we want to come to this country with
revenue from abroad and leaving here, may decide that we make
it so difficult that there are other ways to get where they are going
besides through the United States. At the same time, I am the first
to say that these folks coming from abroad are the ones we want
to look at more closely. So I do not envy those who have to come
up with a system that both keeps us secure and makes sure that
our enviable tourism and commerce proceeds as before. Thank you,
Mr. Chairman.

Chairman Tom DAvis. Thank you very much. Any other Mem-
bers wish to make statements?

[No response.]

Chairman ToMm DAvis. If not, we will proceed to our first panel.
As you know, it is the rule of the committee that I have to swear
you in. Asa, let me just say welcome back to this committee. I will
tell you I feel a lot better about the reorganization at DHS with
Governor Ridge and having you there. We are very proud of the job
you are doing there. So, welcome back. Ms. Harty, thank you for
being with us as well.

[Witnesses sworn.]

Chairman ToM DAvis. Thank you very much. The record will re-
flect that both witnesses answered in the affirmative.

Asa, we will start with you.
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STATEMENTS OF ASA HUTCHINSON, UNDER SECRETARY FOR
BORDER AND TRANSPORTATION SECURITY, DEPARTMENT
OF HOMELAND SECURITY; AND MAURA HARTY, ASSISTANT
SECRETARY FOR CONSULAR AFFAIRS, DEPARTMENT OF
STATE

Mr. HUTCHINSON. Thank you, Mr. Chairman. It is good to be
with you and other members of the committee. Thank you for your
leadership and partnership in this important effort. US-VISIT rep-
resents the greatest advance in border technology in three decades.
It is a historic achievement in which we, for the first time in his-
tory, can use a biometric ability to confirm the identity of those
traveling to our country with visas. The Department of Homeland
Security deployed the first increment of US-VISIT on time, within
budget, and has exceeded the mandate established by Congress.
We also met the challenge that was given to us by Secretary Ridge
to include biometrics ahead of schedule.

US-VISIT also delivers the ability to have security without sac-
rificing the flow of legitimate travel through our borders. US-VISIT
entry procedures are currently deployed at 115 airports and 14 sea-
ports. As of today, almost 2 million foreign visitors have been proc-
essed under the new US-VISIT entry procedures with no measur-
able increase in wait times. And even more importantly, we have
prevented over 60 criminals from entering the country. Without the
biometric capabilities US-VISIT delivers, we would not have caught
these people.

We are currently meeting the deadline for exit as well. Our exit
procedures are based upon passenger departure information shared
with us by carriers. We match this information with the visa infor-
mation and this allows us to identify visa overstays. We currently
have, let me emphasize, the biographic data that will allow us to
determine visa overstays. We want to be able to enhance this with
the biometric feature and we are testing this with various pilots,
one of them being at the Baltimore-Washington International Air-
port.

I think there is a PowerPoint presentation. But I want to explain
how US-VISIT works. The biographic and biometric information is
collected overseas at the visa issuing post and then verified at the
port of entry. And from the standpoint of customs and border pro-
tection, the example I am using is a visitor who has had their fin-
ger scanned and digital photo taken at an overseas post.

The visitor arrives at the inspection booth and provides their
travel documents, passport and visa to the officer. The officer
swipes the machine-readable part of the visa. The system imme-
diately selects the correct files from the State Department’s data
base to display and this information is seen on the officer’s mon-
itor. The officer asks the visitor to place first their left index finger
and then their right index finger on the finger scanner device that
captures their finger scans. The officer then takes a digital photo-
graph of the visitor. While the officer continues the entry question-
ing, the finger scans are compared against a criminal and terrorist
watch list and the biographic and biometric data are matched
against the data captured by the State Department. This ensures
that the person entering the country is the same person who re-
ceived a visa. In addition, the digital picture that was taken of the



8

visitor at the visa issuing post is displayed on the inspector’s
screen for visual comparison.

Of course, the biometric checking is only a tool that the officer
uses to determine admissibility, not the entire process. And this bi-
ometric check through the select watch list takes a matter of sec-
onds.

When the system has completed its check, the officer sees a re-
sponse that says either “No Hit” or “Hit.” If a “No Hit” is received,
the officer completes the interview, updates the screen with the du-
ration of the visitor’s stay and, unless other questions arise, wel-
comes the visitor into the United States. The addition of biometrics
collected abroad and verified at the port of entry is one of the many
tools that Customs Border Protection Officers use to make their de-
cision to admit a visitor into the country.

Mr. Chairman, since the US-VISIT entry procedures were imple-
mented, we have caught a fugitive who escaped from prison 20
years ago. We have caught and extradited a felon who was wanted
for manslaughter. We stopped a drug dealer who had entered our
country more than 60 times in the past 4 years using different
names and dates of birth. And just this Monday a woman at-
tempted to enter through Puerto Rico and though there was a look-
out for her in the Interagency Border Inspection System [IBIS], be-
cause she had a fairly common surname her biographic information
did not give us a match, but the US-VISIT biometric check allowed
officers to confirm that she was the same person wanted in New
Jersey for possession of stolen property. The US-VISIT biometric
match also tied her to an additional 17 aliases and 7 different
dates of birth. Her criminal history dates back to 1994 and includes
multiple arrests in New York for larceny, in Maryland for theft, an
arrest in New Jersey, I do not think I have covered all the States
yet, but it was a very significant arrest record. She, of course, has
been deported from the United States in 1998 and now is waiting
extradition. It is important to note that this serves as a deterrent
as the word goes out that we have this capability.

Another huge accomplishment is that we have published a pri-
vacy policy and Privacy Impact Statement. And we have, in re-
sponse to the question, worked very closely with the State Depart-
ment. I want to compliment my partner, Maura Harty, Assistant
Secretary at State, who has done such an outstanding job in devel-
oping this program in partnership with us. We also have worked
with the airlines and airports and those in the private sector.

But our job is not finished. We have submitted the 2004 spend-
ing plan. And as has been expressed, one of the concerns is what
are we going to do for the land borders. US-VISIT will apply to
visitors with visas crossing our land borders just like our air and
seaports. What is different from our air and seaports is that on the
land borders the US-VISIT process of finger scanning and digital
photo will be taken at the secondary inspection area and not pri-
mary. This is where visitors with visas go today so this is not a
change. What is new is that our visitors will have their identity
verified using US-VISIT procedures and this process will add up to
less than 15 seconds to the overall secondary inspection. Again, the
current process is for visitors with visas to go immediately to sec-
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ondary inspection, so US-VISIT is not adding any time to the pri-
mary process.

Our remaining issue is the 104 million Mexican citizens who are
holders of border crossing cards. Mr. Chairman, on the chart that
is over here you can see the breakdown by volume of those that are
crossing our land borders: U.S. citizens, legal permanent residents,
visa exempt, visa waiver, regular visa, and the Mexican border
crossing card of 104 million, totaling 440 million that come across
our land borders. We have not made any final decisions in this re-
gard on the border crossing cards, but obviously this presents a
unique challenge to us that we will have to address.

We also intend to look at radio frequency [RF] technology to aid
in the processing of visitors across the land borders at the 50 busi-
est ports of entry and exit. We are optimistic that we can develop
a procedure at our land borders that is just as accommodating and
facilitating as what we have done at our air and seaports as well.

I want to thank again this committee for its partnership in this
endeavor. I look forward to answering questions. We are committed
to building this system that adds to our security and ultimately
will help us to facilitate those legitimate travelers into our country.

[The prepared statement of Mr. Hutchinson follows:]
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TESTIMONY OF ASA HUTCHINSON
UNDER SECRETARY
DEPARTMENT OF HOMELAND SECURITY
DIRECTORATE OF BORDER AND TRANSPORTATION SECURITY
BEFORE THE HOUSE COMMITTEE ON GOVERNMENT REFORM
March 4, 2004

Chairman Davis, Ranking Member Waxman and other distinguished Members, itis a
pleasure to appear before you today to discuss the Department of Homeland Security’s
US-VISIT program and how this fits in with our commitment to protect the homeland.

US-VISIT represents yet another major milestone in enhancing our nation’s security and
our efforts to reform our borders. It is a major step towards bringing integrity back to our
immigration and border enforcement systems.

US-VISIT procedures are clear, simple, and fast for foreign nationals. Upon arrival at the
air or seaport, visitors see signs that clearly explain the US-VISIT procedures. These
signs, as well as explanatory boarding cards that many airlines are distributing to their
passengers, are translated into multiple languages and feature symbols and diagrams to
show people what to do when they get to the primary inspection booth.

For foreign visitors traveling with visas, the additional US-VISIT steps are simple. First,
the officer directs the visitor to place his or her left index finger on the small red window
of the digital fingerscanning device. The procedure is repeated for the right index finger.
The officer then takes a digital photograph of the visitor. These procedures add, on
average, 15 seconds to the overall inspection process. There is no ink involved in the
digital fingerscanning process. The biometric data and biographic information are
electronically compared to a series of watchlists and databases. Using the few seconds it
takes for a response from the system, the officer asks the visitor standard, routine
questions about his or her visit. Then the officer has the information he or she needs to
admit the visitor into the country or refer the visitor to secondary inspection for further
review.

The Department of Homeland Security (DHS) deployed US-VISIT on time, on budget,
and has met the mandates established by Congress as well as the challenge by the
Secretary of Homeland Security to incorporate biometrics (fingerscans) into US-VISIT
ahead of schedule. Senior U.S. Customs and Border Protection (CBP) management has
hailed it as the biggest improvement to border inspection in more than three decades. By
January 5, 2004, US-VISIT entry procedures were operational at 115 airports (covering
99% of air travelers who use visas to enter the United States) and 14 seaports, and we
began pilot testing biometric exit procedures at one airport and one seaport. As of
February 26, more than 1,500,000 entries by foreign visitors have been processed under
the new US-VISIT entry procedures.
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Our border management system impacts the security of our citizens and our visitors,
affects billions of dollars in trade and travel and helps define relations with our
international partners. There is a need to improve this system and bring it into the 21
century with a new integrated system of technological processes that will keep our
country’s economic and national security strong. This 21% century technology will
provide an important step toward achieving the President’s goal of secure U.S. borders.

In just a few months, the first release of US-VISIT has improved the security of our
citizens and visitors. Our Customs and Border Protection Officers are saying that the
new tools we have put in place truly help them do their jobs more effectively and are a
major advancement in border control. US-VISIT integrates multiple sources of
information spanning multiple agencies and departments in order to identify visitors who
may pose a threat to the security of this country. US-VISIT adds, on average, only
fifteen seconds to the average inspection time. Included in this processing time are the
collection of the biometric and biographic information, the comparison of that
information with that collected by the Department of State at the time of visa issuance,
and the screening of the biographic and biometric information through watchlists and
other criminal history information.

US-VISIT is working. We intercepted a fugitive who had escaped from prison over 20
years ago. We caught and extradited a felon wanted for manslaughter in San Diego. We
finally stopped one drug dealer who had entered the U.S. more than 60 times in the past
four years using different names and dates of birth. We continue to identify criminals
every day at our borders, and since January 19, we have supplied crucial biometric
information to our partners at the Department of State to help prevent ineligible visa
applicants from obtaining a visa.

The increase in security has not had negative effect on our wait times or our commitment
to service. But you don’t have to take my word for it. Albert Park, a Korean visiting his
sister and arriving at John F. Kennedy International Airport, told the New York Sun
(January 6th edition): "I expected a lot more delays, but it was all pretty smooth.” He
went on to state that "[US-VISIT] definitely makes me feel safer.”

"We at the airport believe that this is a true enhancement," said Bruce Drum, associate
director of the Miami-Dade County Aviation Department.” (The Associated Press,
January 5%)

The Washington Post (January 6th) also reported on travelers’ perceptions of the

additional security measures: “Some travelers who were fingerprinted and photographed
at airports across the country yesterday said the security procedures were swift, and most
said they were resigned to the new rules. ‘I don't really mind,” said D.C. resident Salome
Nnanga, a native of Ethiopia. ‘I think it's a very, very good idea to protect the country.””

We want to ensure that we continue to be a welcoming nation, a nation that invites
visitors to study, do business, and relax in our country. We also owe it to our citizens and
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visitors to deny entry to persons wishing to do harm, or who are inadmissible to the U.S.
Few would dispute that these steps are necessary.

As we evaluate the first two months of the program, it seems clear that visitors appreciate
the effort we are making to deliver security while simultaneously facilitating the process
for law-abiding, legitimate travelers. We must continue to respect our visitors’ privacy,
treat them fairly, and enable them to pass through inspection quickly so they can enjoy
their visit in our country. As people attempt to enter our country, we must know who they
are and whether we have information that they have committed a crime that would make
them inadmissible to the U.S. The ability of US-VISIT to rapidly screen applicants’
biometrics through watchlists and databases means we can have security and control
without impeding legitimate travelers, and we can also help protect our welcomed
visitors by drastically reducing the possibility of identity theft. Moreover, as visitors
leave the country, we must know that they have not overstayed the duration of their visa.

But we are not finished. This is a complicated job that will take time to complete. In fact,
US-VISIT is designed to be rolled out in increments to ensure that the foundation is
strong and the building blocks are effective. With the deployment of the entry
components at air and sea ports, we have made a strong beginning, and going into 2004,
we are on track to meet the December 31, 2004 deadline to integrate entry-exit databases
at the 50 busiest land border ports of entry. We also expect to deploy biometric
capabilities at those ports of entry to allow DHS to check the identity of certain travelers
against watchlists and databases. We are seeing that we can accomplish what we set out
to do: keep out criminals and terrorists, enhance the integrity of our immigration system,
facilitate legitimate travel and trade and help protect the privacy and identity of our
visitors.

A Brief Overview

The US-VISIT program is a high-priority initiative of DHS. Working with the
Department of State, the Department of Justice, and other federal agencies, we have made
great strides in improving overall border management through the collection of pre-
arrival, arrival, and departure information on foreign visitors and immigrants who apply
for visas and travel through our nation’s air and seaports. The program will ultimately
record the entry and exit of persons at our land ports of entry as well. The information
will be used to report on the numbers of aliens who have overstayed their periods of
admission. Ultimately these reports will enable DHS to seek aliens who have not
departed.

By recording more complete arrival and departure information, the US-VISIT program
will meet various Congressional mandates for an integrated, interoperable, and automated
entry-exit system for foreign visitors. More than that, it will also enhance the security
and safety of citizens, residents, and visitors by matching foreign national travelers’
identities through the comparison of biometric identifiers, by authenticating their travel
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documents, and by checking their data against appropriate law enforcement and
intelligence systems.

The goals of US-VISIT are to:

Enhance the security of our citizens and visitors.

US-VISIT is a history-making achievement that begins overseas with our partners at the
Department of State’s visa-issuing posts, and continues upon entry at Customs and
Border Protection inspection booths. Already US-VISIT has prevented over 140 people
who matched law enforcement information from entering the U.S. ~ and identified
another 73 who were applying for visas overseas. US-VISIT is an effective deterrent, for
its biometric capabilities convince many criminals that they will not be able to hide their
true identity.

Facilitate legitimate travel and trade.

The Department believes that, over time, US-VISIT will actually speed up the processing
times. Reports indicate that capturing biometrics (two fingerscans and a digital photo)
takes less then 15 seconds. Fewer people are being sent for secondary inspection, and the
overall time to ‘clear’ a plane has not been significantly impacted. We have also
developed responsible mitigation strategies if circumstances dictate that wait times have
become unacceptable at a port of entry. All of these improvements help to keep trade
booming and contribute to the economy of our nation.

Ensure the integrity of the immigration system.

Inherent in the US-VISIT program is its ability to identify inadmissible travelers and
persons traveling on fraudulent documents. This tool aids in bolstering the integrity of
the immigration system. As we test various exit components, we further strengthen the
immigration system by identifying people who do not comply with the terms of their
admission.

US-VISIT also allows DHS to identify those visitors who have overstayed their allotted
time in the U.S., and that information will be available to determine the future
admissibility of such visitors. US-VISIT information is compared with airline and ship
manifests to determine who has arrived in and departed from the United States.

By providing vital data and assisting in the enforcement of immigration laws, US-VISIT
strengthens the overall immigration process and ensures the integrity of our immigration
system.

Safeguard the personal privacy of our visitors.

An obvious concern for all legitimate travelers is that criminals will use their lost or
stolen travel documents to enter the United States. Biometric identifiers make it difficult
for criminals to travel on someone else’s travel documents. This is a significant benefit
that US-VISIT delivers for the millions of legitimate travelers we welcome each year. In
addition, we must continue to respect our visitors’ privacy. We have a Privacy Impact
Assessment (PIA) being reviewed by external audiences and DHS has the first statutorily
created Chief Privacy Officer, Nuala O’Connor Kelly. Ms. O’Connor Kelly along with
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the US-VISIT privacy officer has worked closely with privacy experts at the Office of
Management and Budget, and with independent privacy consultants to prepare a PIA that
addresses the beginning increments of this program.

The Identity Verification Continuum

The Department of Homeland Security and Department of State together have created an
entire continuum of identity verification measures that begins overseas, when a traveler
applies for a visa, and continues upon entry and exit from this country. Today, more than
80 visa-issuing posts have begun to capture fingerscans and photographs of foreign
nationals when they apply for visas, regardless of their country of origin. This process
will be in place at all 211 visa-issuing posts worldwide by October 2004.

US-VISIT supports pre-entry processes by using information from the Advance
Passenger Information system (biographic, biometric, and previous travel and visa
information) to match information to watchlists. This pre-entry processing establishes a
single identity for each foreign national that will be used in all interactions with US-
VISIT.

Program Implementation

In an effort to appropriately manage the program, US-VISIT is being implemented in
increments, with the first on December 31 of last year. The increments are aligned with
statuary requirements. The other increments will be deployed over the coming years with
the ultimate goal of having a robust system that can deliver all of the US-VISIT goals.
The steps to this program include:

Increment 1

¢ Collect and verify biometrics for foreign nationals arriving with nonimmigrant
visas at air and seaports of entry by 12/31/03

e Check admissibility against watchlists using biographic and biometric data

o Establish exit pilots and complete testing by end of FY 2004 with
implementation to occur in FY 2005.

Increment 2A — 10/26/04:

¢ Issue U.S. biometric travel documents following International Civil Aviation
Organization (ICAO) standards (all countries)

s Visa Waiver Program applicants must have machine readable passports with
biometric indicators in compliance with [CAQ standards

s Deploy capability to read biometric travel documents at air and sea ports of

entry.

Increment 2B — 12/31/04:
e Extend Increment 1 capability to 50 highest volume land POEs
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Increment 3 — 12/31/05:
e Extend Increment 2B to remaining land POEs

Increment 4:
e Launch initial roll-out of US-VISIT envisioned system

US-VISIT’s Budget

We deployed US-VISIT on budget. During Fiscal Year (FY) 2003 we used appropriated
funds of $367 million to achieve successful deployment to 115 airports and 14 seaports.
Specifically we have:

e Implemented/interfaced systems to reduce redundancy and make more information
available

Upgraded our infrastructure to support added biometrics

Deployed the US-VISIT system to 115 airports and 14 seaports on January 5, 2004
Initiated the exit pilot at one airport and one seaport

Established the US-VISIT program office

During FY 2004, we have a total of $328 million plus an additional $10 million in no-
year funds that we intend to use to continue meeting our goals. Currently, our FY 2004
and FY 2005 Expenditure Plan is in review; and when these funds are released we plan
to:

s ® o @

e Analyze, field test, and initiate deployment of alternative approaches for verifying
identity on exit at air and sea ports of entry

e Implement US-VISIT Increment 1 capabilities at the 50 busiest land border ports of
entry by December 2004

¢ Install biometric readers at all air, sea, and land ports of entry
¢ Continue building our program management capabilities

In addition, we plan to award a contract to a prime contractor for further development of
our end vision. This long-term vision will cover foreign nationals and their interactions
with U.S. officials before they enter, when they enter, and when they exit. This
comprehensive approach to border management will lead to the creation of a virtual
border and will set the course for improved processes for management of data on foreign
visitors.

We have requested that $25 million of the FY 2004 Expenditure Plan be released in the
interim, while the current year expenditure plan is in review. This will allow us to
continue our efforts without interruption and avoid impact to the program that delays in
schedule may cause.
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Entry Procedures

Biometric visa procedures are already in place at more than 80 visa-issuing posts, and all
211 visa-issuing posts will be using biometric visa technology by October 2004. By
capturing biometrics overseas, before visas are issued, we are working together to
strengthen national security.

Ounce at the port of entry, visitors will find that many of the procedures remain unchanged
and are familiar to international travelers. For example, a U.S. Customs and Border
Protection Officer still reviews each visitor’s travel documents, such as a visa and
passport. The officer still asks questions about the visitor’s stay in the U.S.

What’s new under US-VISIT is that the U.S. Customs and Border Protection Officer now
uses the inkless, digital “fingerscanner” to capture two “fingerscans” of arriving
nonimmigrant visitors holding visas. The visitor puts the left index finger and then the
right index finger on the scanner. The officer also takes a digital photograph of the
visitor.

The biographic and biometric data are used to check the identity of the visitor against the
data captured by the State Department to ensure that the person entering the country is
the same person who received the visa. Biometrics are also are compared against
watchlists. At that point, the U.S. Customs and Border Protection Officer either admits
the visitor or conducts additional inquiries based on the verification results. These
procedures reduce fraud, identity theft, and the risk that terrorists and criminals will enter
the U.S. undetected.

A True Partnership

The Department is not doing this alone. We are collaborating with other government
agencies, most notably the Department of State, to implement US-VISIT and inform the
traveling public. We are working closely with the air and sea travel industry regarding
the requirements of the US-VISIT program, as well as speaking with constituencies along
the land borders. We see our relationship with these groups as a partnership.

We are also partnering with private industry to develop the best technological solutions.
In accordance with our published schedule, a Request for Proposals (RFP) was issued in
November 2003. The RFP incorporates an acquisition strategy to ensure that the latest
available technologies will be incorporated into US-VISIT. We expect to award the
contract for this technology in May 2004.

An important part of the program is public education. Travelers are educated about the
program before they arrive at the port of entry. We are engaged in a worldwide campaign
to inform them. This campaign includes public service announcements, signage at ports
of entry, explanatory cards on airplanes and cruise ships, news media coverage, and on-
board explanatory videos.
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Statutory Mandates

The principal law that mandates the creation of an automated entry exit system that
integrates electronic alien arrival and departure information is the Immigration and
Naturalization Service Data Management Improvement Act of 2000 (DMIA), Public Law
106-215 (2000), 114 Stat. 339, codified as amended at 8 U.S.C. section 1365a.

But there are many other laws that also impact this program. In order to handle all of the
legal requirements and be able to best monitor the progress, meet the requirements, and
measure the success, Secretary Ridge established US-VISIT.

(See Appendix I for details of these statutory mandates.)

‘We have prepared a Privacy Impact Assessment (PIA), which is being reviewed by
external audiences including several privacy advocacy groups. This process is being
spearheaded by DHS’s Chief Privacy Officer, Ms. O’Connor Kelly, the first statutorily
mandated privacy officer, to ensure that US-VISIT is in compliance with the appropriate
privacy rules and regulations. The P1A has been developed and published in the Federal
Register, and DHS is currently considering all comments received.

We have also done extensive outreach, meeting with numerous advocacy, privacy and
immigration groups to solicit input and hear concerns, which have been taken into
account in the development of the program.

The US-VISIT PIA was hailed by many in the privacy community as an excellent model
of transparency, including detailed information about the program, the technology and

the privacy protections.

A copy of the PIA is attached as Appendix IL

Success Stories on Violators and Deployment of US-VISIT

Since US-VISIT entry procedures were implemented, it has resulted in the interception of
dozens of individuals who matched various law enforcement information. These included
rapists, drug traffickers, credit card and visa fraud criminals, and a convicted armed
robber.

Here are details of a few examples.

1) Interception of Drug Trafficker who escaped from Prison

On January 14, 2004, at Miami International Airport, a man from Peru was
traveling to the U.S. When he arrived at the CBP Officer’s booth for admittance,
he was enrolled in US-VISIT. His fingerprints matched the ones already in a
federal criminal database. This man was wanted by the U.S. Marshals for
escaping from Latuna Federal Correction Facility where he had been serving a
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sentence for a conviction of dealing cocaine. After his escape, an arrest warrant
was issued. In May of 2003 he re-entered the U.S. without incident. Now, with
the help of US-VISIT biometric processes, this man was caught and extradited by
U.S. Marshals for the warrant. US-VISIT prevented a drug trafficker from
roaming the streets of Miami.

2) Closing a Deportation Loop Hole

On January 18, 2004, a man who has had four aliases tried to enter the U.S., even
with a “failure to appear” warrant for him. DHS/ICE issued the warrant on
August 8, 2003, and since then this man had entered the U.S. at least five times.
Now, with the ability to match fingerscans with those in a criminal database, this
man’s fuck ran out. He was removed from the U.S. and put on the next flight
back to Columbia.

3) Passport Fraud Uncovered

On January 14, 2004, a British West Indies Airways flight arrived at JFK
International Airport in New York carrying a woman from Trinidad. Because US-
VISIT begins at the visa-issuing post, a photo of the visitor was on file and
accessible by the Customs and Border Protection Officer, who determined that
she had used a false name. In reality, the traveler was a woman who had been
arrested in April 2000 in New Orleans and convicted of passport fraud. The
woman was placed on five years’ probation and ordered not to enter the U.S.
without the attorney general’s written permission. The woman, whose husband
lives in the U.S., had obtained a passport and U.S. visa by fraud in Trinidad for
$2,000. She was removed from the U.S.

4) Convicted Sexual Offender [dentified

In New York City, on February 19, 2004, a native of Trinidad and Tobago
attempted to enter the United States. He was not listed as wanted for any crimes
after standard biographic criminal data systems checks, but a biometric check
under US-VISIT uncovered a prior conviction for having sex with a minor in
2000, his registration as a convicted sex offender, and a removal from the United
States in 2001 as an aggravated felon. He had also lived and worked illegally in
the United States. He was given an expedited removal and a 10-year ban on re-
entry.

5) Rape Suspect Caught

On February 22, 2004, at Miami International Airport, a man from Jamaica
attempted to enter the United States after arriving on Air Jamaica flight 25.
Biographic and US-VISIT biometric checks alerted officers to an active warrant
from New York City for strong arm rape. Criminal history checks also uncovered
3 prior convictions for possession or sale of marijuana in 1994 and 1995, as well
as a 1998 rape arrest. He was turned over to Miami-Dade police for extradition to
New York.
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A CBP Trainee Rises to the Occasion

U.S. Customs and Border Protection Officer Trainee Rafal Izycki was working at primary
inspection at Chicago O’Hare International Airport. An Albanian national seeking
admission into the U.S. appeared before him and presented an Albanian passport. When
Inspector Izycki compared the State Department photo image provided by US-VISIT
against the photographs on the passport and visa, he realized that the person in front of
him was not the person who had obtained the visa. He immediately referred the Albanian
national for a secondary inspection where it was determined that the passport had been
photo-substituted and the non-immigrant visa had been altered. The capability to access
the State Department photographs of visa applicants provides a powerful tool for
inspectors working to protect the U.S.

Deployment to Land Borders

US-VISIT Increment 1 capabilities will be in place at the 50 busiest land ports of entry
(POEs) by December 31, 2004, with processes in place at the remaining land borders by
December 31, 2005. Land borders present a unique challenge in and of themselves, and
each of the 165 land ports of entry is different and challenging. We do know that an
inspection conducted at an air or sea entry point and one conducted at a land border will
be different.

We are currently developing the best solution for a technology to be used at land borders
to leverage biographic and biometric data.

US-VISIT Program Office Update

Secretary Ridge approved the creation of a US-VISIT program office, and positions have
been approved to fill the organization and manage the program. The US-VISIT program
team consists of representatives from the various components of DHS responsible for
border security, including the U.S. Immigration and Customs Enforcement, U.S. Customs
and Border Protection, and the Transportation Security Administration. U.S. Citizenship
and Immigration Services is also represented. Other DHS components that assist the US-
VISIT team include the Directorate for Management and the Science and Technology
Division. In addition, outside DHS, the team consists of representatives from the
Departments of Transportation, State, Commerce, Justice, and General Services
Administration.

Conclusion

US-VISIT is critical to our national security as well as our economic security, and its
introduction has been successful. But US-VISIT can not be left unfinished. We must
build upon the initial framework and solid foundation to ensure that we continue to meet
our goals to enhance the security of our citizens and visitors while facilitating travel for
the millions of visitors we welcome each year. We are committed to building a system

10
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that enhances the integrity of our immigration system by catching the few and expediting
the many, and we recognize that the U.S. is leading the way in helping other countries
around the world keep their borders secure and their doors open.

11
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Appendix I
Statutory Mandates;

The principal law that mandates the creation of an automated entry exit system that
integrates electronic alien arrival and departure information is the Immigration and
Naturalization Service Data Management Improvement Act of 2000 (DMIA), Pub. Law
No. 106-215 (2000), 114 Stat. 339, codified as amended at 8 U.S.C. section 1365a. DMIA
amended previous legislative requirements for an entry exit system that would record the
arrival and departure of every alien who crosses the U.S. borders. See section 110 of the
1llegal Immigration Reform and Immigrant Responsibility Act of 1996, Div. C, Pub. Law
No. 104-208 (1996), 110 Stat. 3009-558, codified in scattered sections of 8 U.S.C. (later
amended by DMIA). DMIA requires that the entry exit system consist of the integration of
all authorized or required alien arrival and departure data that is maintained in electronic
format in Department of Justice (DOJ) (now DHS) or Department of State (DOS)
databases. 8 U.S.C. section 1365a. This integrated entry exit system must be implemented
at all air and sea ports of entry by December 31, 2003 using available air and sea alien
arrival and departure data as described in the statute. DMIA also states that the system
must be implemented at the 50 most highly trafficked land border ports of entry by
December 31, 2004, and at all ports of entry by December 31, 2005, with all available
electronic alien arrival and departure information. DMIA also requires DHS to use the
entry exit system to match the available arrival and departure data on aliens and to prepare
and submit to Congress various reports on the numbers of aliens who have overstayed their
periods of admission and on implementation of the system. 8 U.S.C. section 1365a(e).
DMIA authorizes the Secretary of Homeland Security, in his discretion, to permit other
Federal, State, and local law enforcement officials to have access to the entry exit system
for law enforcement purposes. 8 U.S.C. section 1365a(f).

In addition, section 217(h) of the Visa Waiver Permanent Program Act of 2000
(VWPPA), Pub. Law No. 106-396 (2000), 114 Stat. 1637, codified as amended at 8
U.S.C. section 1187(h), requires the creation of a system that contains a record of the
arrival and departure of every alien admitted under the Visa Waiver Program (VWP) who
arrives and departs by air or sea. The requirements of DMIA effectively result in the
integration of this VWP arrival/departure information into the primary entry exit system
component of the US-VISIT program.

In late 2001 and 2002, Congress passed two additional laws affecting the
development of the entry exit system, partly in response to the events of September 11,
2001. Section 403(c) of the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT Act),
Pub. Law No. 107-56 (2001), 115 Stat. 353, codified as amended at 8 U.S.C. section
1379, required the Attorney General and the Secretary of State jointly, through the
National Institute of Standards and Technology (NIST), and in consultation with the
Secretary of Treasury and other appropriate Federal law enforcement and intelligence
agencies, and in consultation with Congress, to develop and certify a technology
standard, including appropriate biometric identifier standards, that can be used to verify
the identity of visa applicants and persons seeking to enter the United States pursuant to a
visa and to do background checks on such aliens. In developing the entry exit system
required by DMIA, section 414(b) of the USA PATRIOT Act directed the Attorney
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General and the Secretary of State to “particularly focus on the utilization ot biometric
technology; and the development of tamper-resistant documents readable at ports of
entry.” 8 U.S.C. section 13652 note.

The legislative requirements for biometric identifiers to be utilized in the context
of the entry exit system were significantly strengthened with passage of the Enhanced
Border Security and Visa Entry Reform Act of 2002 (“Border Security Act” or
EBSVERA), Pub. Law No. 107-173 (2002), 116 Stat. 553, codified in scattered sections
of 8 U.S.C. Section 302(a)(1) of the Border Security Act states that the entry exit system
must use the technology and biometric standards required to be certified by section
403(c) of the USA PATRIOT Act. Section 303(b)(1) requires that “[n]o later than
October 26, 2004,” only machine-readable, tamper-resistant visas and other travel and
entry documents that use biometric identifiers may be issued to aliens by DHS and DOS.
8 U.S.C. section 1732(b)}(1). This section, however, does not invalidate unexpired travel
documents that have been issued by the U.S. government that do not use biometrics.
Section 303(b)(1) further states that the Secretaries of Homeland Security and State must
jointly establish document authentication and biometric identifier standards for alien
travel documents from among those recognized by domestic and international standards
organizations. Id.

Section 303(b)(2) requires that “[nJo later than October 26, 2004, all ports of
entry must have equipment and software installed “to allow biometric comparison and
authentication of all United States visas and other travel and entry documents issued to
aliens, and passports” that are required to be issued by VWP countries. 8 U.S.C. section
1732(b)(2). The current statutory language also requires that by that same date, VWP
countries must have a program in place to issue tamper-resistant, machine-readable,
biometric passports that comply with biometric and document identifying standards
established by the International Civil Aviation Organization (ICAO). 8 U.S.C. section
1732(c)1). The statute also states that on or after October 26, 2004, any alien applying
for admission under the VWP must present a passport that is machine-readable, tamper-
resistant and that uses ICAO-compliant biometric identifiers, unless the unexpired
passport was issued prior to that date. 8 U.S.C. section 1732(c)(2). The entry exit system
must include a database that contains alien arrival and departure data from the machine-
readable visas, passports, and other travel and entry documents. 8 U.S.C. section
1731(a)(2). In developing the entry exit system, the Secretaries of Homeland Security
and State must also make interoperable all security databases relevant to making
determinations of alien admissibility. 8 U.S.C. section 1731(a)(3).

In addition, the entry exit system component must share information with other
systems required by the Border Security Act. Section 202 of the Border Security Act
addresses requirements for an interoperable law enforcement and intelligence data system
and requires the integration of all databases and data systems that process or contain
information on aliens.

The US-VISIT program requirements that foreign nationals provide biometric
identifiers when they seek admission to the United States are further supported by the
Department’s broad authority to inspect aliens contained in section 235 of the INA, 8
U.S.C. section 1225. Pursuant to section 215(a) of the INA, the President also has the
authority to regulate the departure of aliens, as well as their arrival. President Bush has
issued Execntive Order titled Assignment of Functions Relating to Arrivals In and
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Departures From the United States delegating his authority to promulgate regulations
governing the departure of aliens from the United States. In accordance with section 215
and with this new Executive Order, the Secretary of Homeland Security, with the
concurrence of the Secretary of State, has the authority to issue this rale which requires
certain aliens to provide requested biometric identifiers and other relevant identifying
information as they depart the United States. For nonimmigrant aliens, the Department
may also make compliance with the departure procedures a condition of their admission
and maintenance of status while in the country under INA, section 214.

Many other provisions within the INA also support the implementation of the US-
VISIT program, such as the grounds of inadmissibility in section 212, the grounds of
removability in section 237, the requirements for the VWP program in section 217, the
electronic passenger manifest requirements in section 231, and the authority for
alternative inspection services in sections 286(q) and 235 of the INA and section 404 of
the Border Security Act. These are but a few of the most significant provisions that
support US-VISIT from among numerous other immigration and customs statutes.
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US-VISIT Program, Increment 1
Privacy Impact Assessment

Executive Summary

Overview

US-VISIT, the United States Visitor and Immigrant Status Indicator Technology, is a
legislatively-mandated DHS program that is designed to:

e Enhance the security of American citizens, permanent residents, and visitors
s Expedite legitimate travel and trade

» Ensure the integrity of the immigration system

e Safeguard the personal privacy of visitors

When fully implemented, US-VISIT will provide a dynamic, interoperable system involving
numerous stakeholders across the government. Increment 1, as the name suggests, is the first
step in the implementation process. Increment 1 proposes to integrate and modify the
capabilities of several information systems in order to accomplish the mission of US-VISIT.

This Privacy Impact Assessment (PIA) focuses on Increment 1 of this entry exit system.
What Information is Collected

The US-VISIT program will collect and retain biographic, travel, and biometric
information (i.e., photograph and fingerprints) pertaining to visitors.

Individuals covered by Increment 1 (“covered individuals”) are nonimmigrant visa
holders traveling through air and sea ports." The DHS regulations and related Federal Register
notice for US-VISIT Increment 1 will fully detail coverage of the program.

Why the Information is Being Collected and Intended Use of the Information

In accordance with Congressional mandates for an entry exit system, information is
collected from and used to verify the identity of covered individuals who enter or leave the
United States. This enables U.S. authorities to enhance the security of the United States by more
effectively identifying covered individuals who are:

e Known to pose a threat or are suspected of posing a threat to the security of the United
States;

¢ Known to have violated the terms of their admission to the United States; or

o  Wanted for commission of a criminal act in the United States or elsewhere.

' Nonimmigrant visa entrants comprise a small percentage of the 330 million non-citizens admitted annually
through ports of entry. Establishing US-VISIT incrementally with this population will allow DHS to test
implementation of the system and to make revisions as needed for future increments.
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Information Access and Sharing

Information collected and retained by US-VISIT will be accessed by employees of DHS
components—Customs and Border Protection, Immigration and Customs Enforcement,
Citizenship and Immigration Services, and the Transportation Security Administration—and by
consular officers of the Department of State. Strict security controls will be put in place to
ensure that only those personnel with a need for the information in the performance of their
official duties will be able to access information in the system.

If necessary, the information that is collected will be shared with other law enforcement
agencies at the federal, state, local, foreign, or tribal level, who are lawfully engaged in
collecting law enforcement intelligence information and who need access to the information in
order to carry out their law enforcement duties.

Consent Mechanisms

The admission into the United States of an individual subject to US-VISIT requirements
will be contingent upon submission of the information required by US-VISIT, including
biometric identifiers. A covered individual who declines to provide biometrics is inadmissible
to the United States, unless a discretionary waiver is granted under section 212(d)(3) of the
Immigration and Nationality Act. Such an individual may withdraw his or her application for
admission, or be subject to removal proceedings.

Security

Information accessible to US-VISIT will be protected through multi-layer security
mechanisms that are physical, technical, administrative and environmental and that are in
compliance with the DHS IT Security Program Handbook and DHS Baseline Security
Requirements for Automated Information Systems. These security mechanisms provide access
control to sensitive data, physical access control to DHS facilities, confidentiality of
communications, authentication of sending parties, and careful screening to ensure that all
personnel with access to data are screened through background investigations commensurate
with the level of access required to perform their duties.

System of Records

A system of records notice (SORN)—normally required under the Privacy Act—is not
necessary for US-VISIT because no new system is being developed for Increment 1. However,
the ADIS and IDENT SORNs have been revised to reflect US-VISIT usage.

Although US-VISIT derives its capability from the integration and modification of
existing systems, it nevertheless represents a new business process that involves new uses of
existing data and the collection of new data items. As a result, there is a potential for new
privacy risks, which are addressed in the PIA.

Privacy Controls

US-VISIT collects, integrates, and shares personal information of covered individuals.
Covered individuals must consent to the collection, use, and disclosure of this personal
information if they wish to enter or leave the U.S.
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To address the privacy concerns associated with the program, US-VISIT will implement
comprehensive privacy controls, which will be modified and updated as the system is revised
and expanded. These controls consist of:

s Public education through transparency of the program, including development and
publication of a Privacy Policy that will be disseminated prior to the time information is
collected from potential visitors;’

+ Establishment of privacy sensitivity awareness programs for US-VISIT operators3 ;

e Establishment of a Privacy Officer for US-VISIT and implementation of an accountability
program for those responsible for compliance with the US-VISIT Privacy Policy;

e Periodic strategic reviews of US-VISIT data to ascertain that the collection is limited to that
which is necessary for US-VISIT stated purposes;

e Usage agreements between US-VISIT and other agencies authorized to have access to US-
VISIT data;

e To the extent permitted by law, regulations, or policy, establishment of opportunity for
covered individuals to have access to their information and/or allow them to challenge its
completeness;

¢ Maintenance of security safeguards (physical, electronic and procedural) consistent with
federal law and policy to limit access to personal information only to those with appropriate
rights, and to protect information from unauthorized disclosure, modification, misuse, and
disposal, whether intentional or unintentional; and

e Establishment of administrative controls to prevent improper actions due to data
inconsistencies from multiple information sources.

Contact Point and Reviewing Official

Contact Point: Steve Yonkers
US-VISIT Privacy Officer
(202) 298-5200

Reviewing Official: Nuala O’Connor Kelly
Chief Privacy Officer, DHS
(202) 772-9848

Comments
We welcome your comments on this privacy impact assessment. Please write to: Privacy

Office, Attn.: US-VISIT PIA, U.S. Department Of Homeland Security, Washington, DC 20528,
or email privacy@dhs.gov. Please include US-VISIT PIA in the subject line of the email.

2 A copy of the Privacy Policy is appended to the full report.
* The legacy systems on which Increment 1 is built include privacy sensitivity training requirements. This
training will be made maundatory for US-VISIT operators.
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DEPARTMENT OF HOMELAND regulation 8 CFR 214.1, as amended, for attendants, servants or personal
SECURITY states that a nonimmigrant alien’s employees of accredited officials), G-1,

Notice to Nonimmigrant Aliens Subject
To Be Enrolled in the United States
Visitor and immigrant Status Indicator
Technology System

AGENCY: Department of Homeland
Security.

ACTION: Notice,

SUMMARY: This notice states the
requirements for the first phase of the
US-VISIT program, implemented
pursuant o a Department of Homeland
Security {Department) interim rule {see
Department interim rule published
elsewhere in this issue of the Federal
Register). This notice requires certain
nonimmigrant aliens to provide
fingerprints, photographs or other
biometric identifiers if arriving in or
departing from the United States
through designated air or sea ports of
entry on or after January 5, 2004. This
Notice applies to aliens applying for
admission or admitted pursuant to a
nonimmigrant visa who arrive in or
depart from an air or sea port of entry
designated in this Notice. The
requirements and exemptions are
specified in this Notice.

EFFECTIVE DATES: This notice is effective
January §, 2004,

FOR FURTHER INFORMATION CONTACT:
Patrice Ward, Chief Inspector, Air and
Sea Exit Manager, US-VISIT, Border
and Transportation Security;
Department of Homeland Security; 1616
North Fort Myer Drive, 5th Floor,
Arlington, VA 22208, telephone (202)
298-5200.

SUPPLEMENTARY INFORMATION: The
Department of Homeland Security
{Department) has established the United
States Visitor and Immigrant Status
Indicator Technology Program (US~
VISIT) in accordance with several
Congressional mandates requiring that
the Department create an integrated,
automated entry exit system that records
the arrival and departure of aliens; that
equipment be deployed at all ports of
entry to allow for the verification of
aliens’ identities and the authentication
of their travel documents through the
comparison of biometric identifiers; and
that the entry exit system record alien
arrival and departure information from
these hiometrically authenticated
documents. 8 U.S.C, 1187, 1365a and
note, 1379, 173131,

Concurrently with this Notice, the
Department is amending several
regulations to implement the first phase
of US-VISIT. (See Department interim
rule published elsewhere in this issue of
the Federal Register.) Department

admission to the United States is
conditioned on compliance with any
inspection requirement in § CFR
235.1(d} of this chapter. New regulation
8 CFR 215.8 states that the Secretary of
Homeland Security or his delegate may
establish pilot programs at up to fifteen
air or sea ports of entry through which
the Secretary or his delegate may
require an alien admitted pursuant fo a
nonimmigrant visa who is departing
from the United State from a designated
air or sea port of entry to provide
fingerprints, photograph(s) ot other
specified biometric identifiers,
documentation of their immigration
status in the United States, and such
other evidence as may be requested to
determine the alien's identity and
whether he or she had properly
maintained his or her status while in the
United States, Department regulation at
8 CFR 235.1(d)(1}, as amended, provides
that the Secretary of Homeland Security
or his delegate may require
nenimmigrant aliens seeking admission
pursuant {0 a nonimmigrant visa at an
air or sea port of entry gesignated bya
notice in the Federal Register to provide
fingerprints, photographl(s) or other
specified biometric identifiers during
the inspection process.

Notice of Requirements for Biometric
Collection From Certain Nopimmigrant
Aliens

Pursuant o 8 CFR 235,1(d)(1) and
215.8, I hereby order as follows:

(a} Aliens subject to Notice, Aliens
applying for admission or admitted
pursuant to a nonimmigrant visa are
subject to this Notice and may be
required to provide biometric
information at time of application for
admission to or departure from the
United States.

{b) Aliens exempt. This Notice does
not apply to (i) aliens admitted on a A—
1, A-2, C-3 (except for attendants,
servants or personal employees of
accredited officials), G-1, G-2, G-3, G~
4, NATO-1, NATO-2, NATO-3, NATO-
4, NATO-5, or NATO-6 visas, unless
the Secretary of State and the Secretary
of Homeland Security jointly determine
that a class of such aliens should be
subject to this Notice, (ii) children
under the age of 14, (iii} persons over
the age of 79, {iv) classes of aliens the
Secretary of Homeland Security and the
Secretary of State jointly determine
shall be exempt, or (v) an individual
alien the Secretary of Homeland
Security, the Secretary of State or the
Director of Central Intelligence
determines shall be exempt. Aliens
admitted on an A~1, A-2, C-3 {except

G~2, G-3, G—4, NATO-1, NATO-2,
NATO-3, NATO-6, ar NATO-6 visas
who are no longer in such status on date
of departure, however, are subject to the
departure requirements of this Notice.

{c) Biometric Information. All aliens
subject to this Notice shall: (1) Upon
arrival at designated air and seaports,
submit fingerprints and photographs as
requested by an immigration officer; and
(2} at time of departure from designated
air and sea ports, submit fingerprints
and electronically scan their
nonimmigrant visas or passport as
requested at the departure inspection
locations.

{d) Alr ports of entry designated for
US-VISIT inspection at time of alien
arrival:

Agana, Guam {Agana International
Alfrport}

Aguadilla, Puerto Rico {Rafael
Hernandez Airport)

Albuguerque, New Mexico
(Albuquerque International Airport)

Anchorage, Alaska {Anchorage
International Airport}

Aruba {Pre-Flight Inspection)

Atlanta, Georgia [William B, Hartsfield
International Airport}

Austin, Texas [Austin Bergstrom
International Airport)

Baltimore, Maryland {Baltimore/
Washington Internatienal Airport)

Bangor, Maine {Bangor International
Afrport)

Bellingham, Washington (Bellingham
International Airport)

Boston, Massachusetts (General Edward
Lawrence Logan International
Airport)

Brownsville, Texas (Brownsville/South
Padre Island Airport)

Buffalo, New York (Greater Buffalo
International Airport}

Calgary, Canada (Pre-Flight Inspection)

Chantilly, Virginia (Washington Dulles
International Airport)

Charleston, South Carolina (Charleston
International Airport)

Charlotte, North Carolina (Charlotte/
Douglas International Airport}

Chicago, Illinois (Chicago Midway
Alrport}

Chicago, IHlinois (Chicago O'Hare
International Airport)

Cincinnati, Ohio {Cincinnati/Northern
Kentucky International Airport}

Cleveland, Ohio {Cleveland Hopkins
International Airport)

Columbus, Ohio {Rickenbacker
International Airport}

Columbus, Ohio [Port Columbus
International Airport)

Dallas/Fort Worth, Texas {Dallas/Fort
Worth International Airport]



Federal Register/ Vol 69, No. 2/Monday, January 5, 2004 /Notices

29

483

Del Rio, Texas (Del Rio International
Alirport}

Denver, Colorade {Denver International
Airport)

Detroit, Michigan (Detroit Metropolitan
Wayne County Airport)

Dover/Cheswold, Delaware {Delaware
Alrpark)

Dublin, Ireland {Pre-Flight Inspection)

Edmonton, Canada (Pre-Flight
Inspection)

El Paso, Texas (El Paso International
Alrpert)

Erie, Pennsylvania (Erie International
Alrport}

Fairbanks, Alaska (Fairbanks
International Airport)

Fajardo, Puerto Rico {Diego Jimenez
Torres Airport)

Fort Lauderdale, Flarida {Fort
Lauderdale Executive Airport)

Fort Lauderdale, Florida {Fort
Lauderdale/Hollywood
International Airport)

Fort Myers, Florida {Fort Myers
International Alrport}

Freeport, Bahamas (Pre-Flight
Inspection}

Greenville, South Carolina {Donaldson
Center Alrport}

Hamilton, Bermuda (Pre-Flight
Inspection)

Hartford/Springfield, Connecticut
(Bradley International Atrport}

Honolulu, Hawaii (Honolulu
International Airport)

Houston, Texas (Heouston International
Airport)

Indianapolis, Indiana {Indianapolis
International Airport)

International Falls, Minnesota (Falls
International Airport}

Isla Grande, Puerto Rico (Isla Grande
Afrport}

Jacksonville, Florida (Jacksonville
International Airport}

Juneau, Alaska (Juneau International
Alrport}

Kansas City, Kansas {Kansas City
International Airport}

Kenmore, Washington (Kenmore Air
Harbor)

Key West, Florida {Key West
International Airport)

King County, Washington {King County
International Airport)

Kona, Hawaii {Kona International
Airpart)

Laredo, Texas {Laredo International
Alirport and Laredo Private Airport)

Las Vegas, Nevada (McCarren
International Airport)

Los Angeles, California (Los Angeles
International Airport}

Manchester, New Hampshire
{Manchester Airport)

Mayaguez, Puerto Rico (Eugenio Maria
de Hostos Airport}

McAllen, Texas {McAllen Miller
International Airport}

Memphis, Tennessee (Menphis
International Airport)

Miami, Florida (Kendall/Tamiami
Executive Airport)

Miami, Florida {Miami International
Airport}

Milwaukee, Wisconsin {General
Mitchell International Airport}

Minneapolis/St. Panl, Minnesota
{Montreal, Canada (Pre-Flight

Inspection}

Nashvi!ge, Tennessee [Nashville
International Airport)

Nassgau, Bahamas {Pre-Flight Inspection}

New Orleans, Louisiana {(New Orleans
International Airport)

New York, New York (John F. Kennedy
International Airport}

Newark, New Jersey (Newark
International Airport]

Norfolk, Virginia {Nerfolk International
Airport and Norfolk Naval Air
Station)

Oakland, California (Metropolitan
Oakland International Airport)

Ontario, California {Ontario
International Airport}

Opa Locka/Miarni, Florida (Opa Locka

Airport}

Orlando, Florida [Orlando International
Alrport)

Orlando/Sanford, Florida (Orlando/
Sanford Airport}

Ottawa, Canada {Pre-Flight Inspection}

Philadelphia, Pennsylvania
{Philadelphia International Airport}

Phoenix, Arizona (Phoenix Sky Harbor
International Airport}

Pittshurgh, Pennsylvania (Pittshurgh
International Airport)

Pongce, Puerto Rico (Mercedita Airport)

Portland, Maine (Portland International
Jetpart Airport}

Portland, Oregon {Portland International
Airpert)

Portsmouth, New Hampshire (Pease
International Tradeport Airport)

Providence, Rhode Island (Theodore
Francis Gresn State Airport)

Raleigh/Durham, North Carolina
(Raleigh/Durham International
Alrport)

Reno, Arizona (Reno/Tahoe
International Airport}

Richmond, Virginia [Richmond
International Airport}

Sacramento, California (Sacramenta
International Airport}

Salt Lake City, Utah (Salt Lake City
International Airport}

San Antonio, Texas {San Antonio
international Airport)

San Diega, California {San Diego
International Airport}

San Francisce, California (San Francisco
International Afrport}

San Jose, California (San Jose
International Airport)

San Juan, Puerte Rico {Luis Mufioz
Marin International Airport}

Sandusky, Ohio (Griffing Sandusky
Alrport)

Sarasota/Bradenton, Florida {Sarasota-
Bradenton International Airport)

Seattle, Washington (Seattle/Tacoma
International Airport)

Shannon, Ireland (Pre-Flight Inspection)

Spokane, Washington (Spakane
International Airport}

St. Croix, Virgin Island {Alexander
Hamilton International Airport}

St. Louis, Missouri {St. Louis
International Airport)

St. Lucie, Florida {St. Lucie County
International Airport)

St. Petersburg, Florida (Albert Whitted
Airport)

St. Thomas, Virgin Island (Cyril E. King
International Airport)

Tampa, Florida {Tampa International
Airport)

Teterboro, New Jersey {Teleboro
Airport)

Toronto, Canada {Pre-Flight Inspection)

Tucson, Arizona {Tucson International
Airport)

Vancouver, Canada (Pre-Flight
Inspection)

Victoria, Canada (Pre-Flight Inspection)

West Palm Beach, Florida (Palm Beach
International Airport)

Wilmington, North Carolina
{Wilmington International Airport)

Winnipeg, Canada (Pre-Flight
Inspection)

Yuma, Arizona (Yuma International
Airport}

(e} Air port of entry designated for
US-VISIT inspection at time of alien
departure:

Baltimore, Maryland

{f) Sea ports of entry designated for
US-VISIT inspection at time of alien
arrival:

Galveston, Texas

Jacksonville, Florida

Long Beach, California

Miami, Florida

Port Canaveral, Florida

San juan, Puerto Rico

San Pedro, California

Seattle, Washington (Cruise Terminal)
Seattle, Washington

Tampa, Florida {Terminal 3)

Tampa, Florida (Terminal 7)
Vancouver, Canada {Ballantyne Pier}
Vancouver, Canada (Canada Place)
Victoria, Canada {Pre Inspection}
West Palm Beach, Florida

(g} Sea port of entry designated for
US-VISIT inspection at time of alien
departure:

Miami, Florida

The US-VISIT System Is Maintained
Consistent With Privacy and Due
Process Principles

The Department’s Privacy Office, in
conjunction with the US-VISIT Privacy
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Officer, will exercise oversight of the
US-VISIT program to ensure that the
information collected and stored in
systems associated with US-VISIT is
being properly protected under the
privacy laws and guidance (68 FR
69412, dsted December 12, 2003).

The Department has the responsibility
to ensure the security, accuracy,
relevance, timeliness and completeness
of the information maintained in the
US-~VISIT system. Information is
safeguarded in terms of appliceble rules
and policies, including the
Department’s automated systems
security and access policies. Only those
individuals who have an official need

for access to the system in the
performance of their duties will, in fact,
have access to the system. Records of
those individuals who become U.S,

the requestor's full name, current

address and date of birth, and a detailed
explanation of the change sought. If the
matter cannot be resclved by the system

citizens and legal p resident
aliens will be protected in line with all

applicable privacy laws and regulations,

Those, including nonimmigrant aliens,
wha wish to contest or seek a change of
their records should direct a written
request to the US-VISIT Program Office
at the following address: Steve Yonkers,
Privacy Officer, US-VISIT, Border and
Transportation Security, Department of
Homeland Security, Washington, DG
20528. Phone (202) 927-5200. Fax {202}
298-5201. The request should include

, further appeal for resolution

may be made to the DHS Privacy Officer

at the following address: Nuala

O'Connor Kelly, Chief Privacy Officer,

U.S. Department of Homeland Security,

Washington, DC 20528, telephone {202}

282-8000, facsimile {202) 772~50386,
Dated: December 30, 2003.

Tom Ridge,

Secretary of Homeland Security.

{FR Doc. 03-32333 Filed 12-31~03; 11:51

am]

BILLING CODE 4410-10-U
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Department of
Homeland Security

8 CFR Parts 214, 215 and 235
Implementation of the United States
Visitor and Immigrant Status Indicator
Technology Program (*US-VISIT");
Biometric Requirements; Notice to
Nonimmigrant Aliens Subject To Be
Enrolled in the United States Visitor and
Immigrant Status Indicator Technology
System; Interim Final Rule and Notice
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DEPARTMENT OF HOMELAND
SECURITY

8 CFR Parts 214, 215 and 235
[BTS 03-01}
RIN 1651-AAS4

Implementation of the United States
Visitor and Immigrant Status indicator
Technology Program (“US-VISIT");
Biometric Requirements

AGENCY: Border and Transportation
Security Directorate, Department of
Homeland Security.

ACTION: Interim final rule with request
for comments.

SUMMARY: The Department of Homeland
Security {Department or DHS) has
established the United States Visitor
and Immigrant Status Indicator
Technology Program (US-VISIT) in
accordance with several Congressional
mandates requiring that the Department
create an integrated, automated entry
exit system that records the arrival and
departure of aliens; that equipment be
deployed at all ports of eniry to allow
for the verification of aliens’ identities
and the authentication of their travel
documents through the comparison of
biometric identifiers; and that the entry
exit system record alien arrival and
departure information from these
biometrically authenticated documents.
This rule provides that the Secretary of
Homeland Security or his delegate may
require aliens to provide fingerprints,
photographs or other biometric
identifiers upon arrival in or departure
from the United States. The arrival and
departure provisions are authorized by
sections 214, 215 and 235 of the
Immigration and Nationality Act (INA).
The Department will apply this rule’s
requirements only to aliens seeking to

identifying the air and ses ports where
biometrics may be collected at time of
entry and departure has been published
simultaneously with this rule. This rule
authorizes the Secretary to establish
pilot programs for the collection of
biometric information at time of
departure and at a limited number of
ports of entry, to be identified through
notice in the Federal Register. The
biometrics provided by the aliens will
be entered into the automated
identification system (IDENT] system,
which will be integrated with the entry
exit system component of US-VISIT.
The alien’s biometric and other

is designed to improve overall border
management through the collection of
arrival and departure information on
foreign visitors and immigrants who
travel through our nation’s air, sea and
land ports. The goals of US~VISIT are to
enhance the security of the United
States, its citizens, permanent residents
and visitors; to expedite legitimate
travel and trade; to ensure the integrity
of the U.S. immigration system; and to
safeguard the personal privacy of
foreign visitors and restdents, By
recording more complete arrival and
departure information, the US~-VISIT
program will not only meet various

C ional for an

information will be checked against law

enforcement and intelli data to
determine whether the alien is a threat
to national security or public safety, or
is otherwise inadmissible. An alien’s
failure to comply with this rule's
requirements may result in a finding
that he or she is inadmissible to the
United States, has violated the terms of
his or her admission and maintenance
of status, or is ineligible for future visas,
admission or discretionary immigration
benefits. Due to heightened security
concerns related to a continued threat of
terrorist acts in the United States, the
Department has determined that
immediate implementation of this rule
is necessary with request for public
comments.

DATES: Interim rule effective on January
8, 2004. Written comments must be
submitted on or before February 4, 2004,
ADDRESSES: Written comments may be
submitted to Patrice Ward, Chief
Inspector, Air and Sea Exit Manager,
US~VISIT, Border and Transportation
Security; Department of Homeland
Security; 1616 North Fort Myer Drive,
5th Floor, Arlington, VA 22209,
Submitted comments may be inspected
at 425 1 St NW., Room 4034,

be admitted p toa

a

Washi DC 20836 during regular

visa who travel through desig air
and sea ports. The rule pts: aliens

b hours. Arr to inspect
d ot should be made in

admitted on A-1, A-2, C-3 {except for
attendants, servants or personal
employees of accredited officials), G-1,
G-2, G-3, G4, NATO~1, NATO-2,
NATO-3, NATO~4, NATO~5 or NATO-
8 visas, unless the Secretary of State and
the Secretary of Homeland Security
jointly determine that a class of such
aliens should be subject to the rule;
children under the age of 14; persons
over the age of 79; classes of aliens the
Secretary of Homeland Security and the
Secretary of State jointly determine
shall be exempt; and an individual alien
the Secretary of Homeland Security, the
Secretary of State, or the Director of
Central Intelligence determines shall be
exempt. A Federal Register notice

advance by calling (202) 298-5200.
Comments submitted will be available
for public inspection in accordance with
the Freedom of Information Act, 5
U.8.C. 582,

FOR FURTHER INFORMATION CONTACT: For
US-VISIT requirements under this rule:
Patrice Ward, Chief Inspector, Air and
Sea Exit Manager, US-VISIT, Border
and Transportation Security:
Department of Homeland Security; 1616
North Fort Myer Drive, 5th Floor,
Arlington, VA 22208, at (202} 827-5200.
SUPPLEMENTARY INFORMATION:

What Is the US-VISIT Program?

The US~VISIT program is a high
priority initiative of the Department that

i d, interoperable, and automated
entry exit system for aliens as discussed
below, but it will also enhance the
security and safety of citizens, residents
and visitors by verifying foreign
national travelers’ identities through the
comparison of biometric identifiers, by
authenticating their travel documents,
and by checking their data against
appropriate law enforcement and
intelligence systems. The terrorist
attacks of September 11, 2001,
highlighted the need to improve
national security by returning integrity
to the U.S. immigration system, This
requires developing better methods for
identifying aliens who are inadmissible
to the country as well as those who
overstay their lawful admission periods.
At the same time, the country needs
procedures and systems that facilitate
legitimate travel, commerce, tourism,
education, international
communication, and other benefits that
flow from welcorning law-abiding
citizens of other countries into the
United States. The US-VISIT Program
was created to help DHS meet all of
these law enforcement and service
goals.,

What Is the Statutery Authority for the
Entry Exit System Component of the
US-VISIT Program and for the
Collection of Biometric Identifiers From
Aliens?

The principal law that mandates the
creation of an automated entry exit
system that integrates electronic alien
arrival and departure information is the

igration and Naturalization Service
Data Management Improvement Act of
2000 (DMIA), Public Law 106-215
{2000}, 114 Stat. 339, codified as
amended at 8 U.S.C. 1365a. DMIA
amended previous legislative
requirements for an entry exit system
that would record the arrival and
departure of every alien who crosses the
U.8. borders. See section 110 of the
Ilegal Immigration Reform and
Immigrant Responsibility Act of 1996,
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Div. C, Public Law 104-208 (1996), 110
Stat. 3009-558, codified in scattered
sections of 8 U.S.C. (later amended by
DMIA). DMIA requires that the entry
exit system consist of the integration of
all anthorized or required alien arrival
and departure data that is maintained in
electronic format in Department of
Justice {DOJ} {now DHS) or Department
of State (DOS) databases. 8 U.S.C.
1265a. This integrated entry exit system
must be implemented at all air and sea
ports of entry by December 31, 2003
using available air and sea alien arrival
and departure data as described in the
statute. DMIA also states that the system
must be implemented at the 50 most
highly trafficked land horder ports of
entry by December 31, 2004, and at all
ports of entry by December 31, 2005
with all available electronic alien arrival
and departure information. DMIA also
requires DHS to use ths entry exit
system ta match the available arrival
and departure data on aliens and to
prepare and submit to Congress various
reports on the numbers of aliens who
have overstayed their periods of
admission and on implementation of the
system. 8 U.S.C. 1365ale). DMIA
authorizes the Secretary of Homeland
Security, in his discretion, to permit
other Federal, State, and local law
enforcement officials to have access to
the entry exit system for law
enforcement purposes. 8 U.S.C.
1385a(f),

in addition, section 217(h} of the Visa
Waiver Permanent Program Act of 2000
(VWPPA), Public Law 106-396 (2000},
114 Stat. 1637, codified as amended at
8 U.S.C. 1187{h}, requires the crestion of
a system that contains a record of the
arrival and departure of every alien
admitted under the Visa Waiver
Program {VWP) who arrives and departs
by air or sea. The requirements of DMIA
effectively result in the integration of
this VWP arrival/departure information
into the primary entry exit system
component of the US-VISIT program,

Inlate 2001 and 2002, Congress
passed two additional laws affecting the
development of the entry exit system, in
part, in response to the events of
September 11, 2001. Section 403{c) of
the Uniting and Strengthening America
by Providing Appropriate Tools
Required to Intercept and Obsiruct
Terrorism (USA PATRIOT Act], Pablic
Law 107-56 (2001}, 115 Stat. 353,
codified as amended at 8 1J.5.C. 1379,
required the Attorney General and the
Secretary of State jointly, through the
National Institute of Standards and
Technaology (NIST), and in consultation
with the Secretary of the Treasury and
other appropriate Federal law
enforcement and intelligence agencies,

and in consultation with Congress, to
develop and certify a technology
standard, including appropriate
biometric identifier standards, that can
be used to verify the identity of visa
applicants and persons seeking to enter
the United States pursuant to a visa and
to do background checks on such aliens.
In developing the entry exit system
required by DMIA, section 414(b) of the
USA PATRIOT Act directed the
Attorney General and the Secretary of
State to “particularly focus on the
utilization of biometric technology; and
the development of tamper-resistant
documents readable at ports of entry.”
8 U.5.C. 1365a note.

The legislative requirements for
biometric identifiers to be utilized in the
context of the entry exit system wers
significantly strengthened with passage
of the Enhanced Border Security and
Visa Entry Reform Act of 2002 {“Border
Security Act”’ or EBSVERA), Public Law
167-173 {2002), 116 Stat. 553, codified
in scattered sections of 8 U.S.C.
302(a)(1) of the Border Security Act
states that the entry exit system must
use the technology and biometric
standards required to be certified by
section 403{c} of the USA PATRIOT Act,
Section 303{(b)(1) requires that “[n}o
later than October 26, 2004, only
machine-readable, tamper-resistant
visas and other travel and entry
documents that use biometric 1dentifiers
may be issued to aliens by DHS and
DOS. 8 U.S.C. 1732(b}{(1). This section,
however, does not invalidate unexpired
travel documents that have been issued
by the U.S. government that do not use
biometrics. Section 303(b){1) further
states that the Secretaries of Homeland
Security and State must jointly establish
document authentication and biometric
identifier standards for alien travel
documents from among those
recognized by domestic and
international standards organizations.

Section 303(b}{2) requires that “[n]o
later than October 26, 2004,” all ports of
entry must have equipment and
software installed “to allow biometric
comparison and authentication of all
United States visas and other travel and
entry documents issued to aliens, and
passports’ that are required to be issued
by VWP countries. 8 U.S.C. 1732{1){2).
The current statutory language also
requires that by that same date, VWP
countries must have a program in place
to issue tamper-resistant, machine-
readable, biometric passports that
comply with biometric and dacument
identifying standards established by the
International Civil Aviation
Organization (ICAQ). 8 U.S.C.
1732(c){1). The statute also states that

on or after October 28, 2004, any alien
applying for admission under the VWP
must present a passport that is machine-
readable, tamper-resistant and that uses
ICAO-compliant biometric identifiers,
unless the unexpired passport was
issued prior to that date. 8 U.S.C.
1732{c}{2). The entry exit system must
include a database that contains alien
arrival and departure data from the
machine-readable visas, passports, and
other travel and entry documents. 8
U.8.C. 1731(a){2). In developing the
entry exit system, the Secretaries of
Homeland Security and State must also
make interoperable all security
databases relevant to making
determinations of alien admissibility, 8
U.S.C. 1731(2)(3).

In addition, the entry exit system
component must share information with
other systers required by the Border
Security Act. Section 202 of the Border
Security Act addresses requirements for
an interoperable law enforcement and
intelligence data system and requires
the integration of all databases and data
systems that process or contain
information on aliens.

The US-VISIT program reguiremerts
that foreign nationals provide biometric
identifiers when they seek admission to
the United States are further supported
by the Department's broad authority to
inspect aliens contained in section 235
of the INA, 8 U.S.C. 1225. Pursuant to
section 215(a) of the INA, the President
also has the autharity to regulate the
departure of aliens, as well as their
arrival. President Bush has issued
Executive Order titled Assignment of
Functions Relating to Arrivals In and
Departures From the United States
delegating his authority to promulgate
regulations governing the departure of
aliens from the United States. In
accordance with section 215 and with
this new Executive Order, the Secretary
of Homeland Security, with the
concurrence of the Secretary of State,
has the authority to issue thisrule
which requires certain aliens to provide
requested biometric identifiers and
ather relevant identifying information as
they depart the United States, For
nonimmigrant aliens, the Department
may also make compliance with the
departurs procedures a condition of
their admission and maintenance of
status while in the country under INA,
section 214

Many other provisions within the INA
also support the implementation of the
US-VISIT program, such as the grounds
of inadmissibility in section 212, the
grounds of removability in section 237,
the requirements for the VWP program
in section 217, the electronic passenger
manifest requirements in section 231,
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and the authority for alternative
inspection services in sections 286(q)
and 235 of the INA and section 404 of
the Border Security Act. These are but
a few of the most significant provisions
that support US-VISIT from among
numerous other immigration and
customs statutes.

Is DHS Meeting the December 31, 2003
DMIA Deadline for Implementing the
Integrated Entry Exit System at the Air
and Sea Ports of Entry?

Yes. By integrating all the available
arrival and departure data on aliens who
arrive through the air and sea ports of
entry that currently exists in the
electronic systems of DHS and DOS and
deploying the integrated system at those
ports of entry, the Department has met
the first DMIA deadline of December 31,
2003. The Department is accomplishing
this first phase through the integration
of the arrival and departure data
contained in the Advance Passenger
Information System {APIS) and the
Arrival Departure Information System
{ADIS), as well as other systems related
to air and sea inspections. APIS and
ADIS include the information captured
from electronic passenger manifest data
received from carriers, information on
VWP aliens, and information on visa
applicants and recipients received
through the DataShare program with

‘What Changes Does This Interim Rule
Make?

Through an amendment to 8 CFR
235.1(d}, the Department may require
aliens who are arriving at United States
air and sea ports of entry to provide
fingerprints, photographs, or other
biometric identifiers to the inspecting
officer. The Department will collect
fingerprints and photographs from
aliens applying for admission pursuant
to & nonimmigrant visa upon their
arrival at air and sea ports of entry and
upon departure if they exit through
certain locations, Departure inspection
will be conducted through pilot
programs at a limited number of
departure ports, identified by notice in
the Federal Register. The rule exempts:
{i) Aliens admitted on A-1, A-2, C-3
{except for attendants, servants or
personal employses of accredited
officials), G-1, G-2, G~3, G~4, NATO~
1, NATO-2, NATO-3, NATO~4, NATO-
5 or NATO-6 visas, unless the Secretary
of State and the Secretary of Homesland
Security jointly determine that a class of
such aliens should be subject to the
rule, (ii} children under the age of 14,
(iii) persons over the age of 79, (iv}
classes of aliens the Secretary of
Homeland Security and the Secretary of

State jointly determine shall be exempt,
and {v) an individual alien the Secretary
of Homeland Security, the Secretary of
State, or the Director of Central
Intelligence determines shall be exempt.
Although the biometric requirements in
this rule will initially only apply to
nonimmigrant visa-holders who travel
through designated air and sea ports, the
Department anticipates expanding the
program, through separate rulemaking
to include other groups of aliens and
more ports in order to eventually have
the capability to verify the identities of
most forsign national travelers through
biometric comparisons as envisioned by
the USA PATRIOT Act and the Border
Security Act.

At amended 8 CFR 235.1(d)(ii), the
rule states that failure by an alien to
provide the requested biometrics
necessary to verify his or her identity
and to suthenticate travel documents
may result in a determination that the
alien is inadmissible under section
212{a}{7) of the INA for lack of proper
documents, or other relevant grounds in
section 212 of the Act.

New rule 8 CFR 215.8 states that the
Secretary of Homeland Security may
establish pilot programs at up to fifteen

4

upon departure unless the I-94 was
issued for multiple entries by the alien.

‘What Is a “Biometric Identifier?"”

As used in this rule, a “‘biometric
identifier” is a physical characteristic or
other attribute unique to an individual
that can be collected, stored, and used
to verify the claimed identity ofa
person who presents himself or herself
to a border inspector. To verify identity,
a similar physical characteristic or
atiribute is taken from the person whe
presents himself or herself and it is
compared against the previously
collected identifier. Examples of
biometric identifiers include, but are not
limited to, the face (i.e,, captured ina
photograph), fingerprints, hand
geometry measurements, handwriting
samples, iris scans, retina scans, voice
patterns, and other unique
characteristics,

Why Is This Interim Final Rule
Necessary and Why Was It Not Issued
as a Proposed Rule for Notice and
Comment?

The Department has determined that
the national security and public safety
interests of the nation necessitate the
implex‘nemation of this rule as an

air or sea ports of entry, desi

through notice in the Federal Register,
through which the Secretary may
require aliens who are departing from
the United States from those ports to
provide fingerprints, phatographs, or
other biometric identifiers,
documentation, and such other such
evidence as may be requested to
determine an alien’s identity and
whether he or she has properly
maintained his or her status while in the
United States.

This rule alse amends 8 CFR 214.1{a}
to state that if a nonimmigrant alien is
required under section 235.1(d) to
provide biometric identifiers, the alien’s
admission is conditioned on compliance
with any such requirements. Similarly,
if the alien is required to provide
biometrics and other information upon
departure pursuant tc 8 CFR 215.8, the
nonimmigrant alien’s failure to comply
may constitute a failure of the alien to
maintain the terms of his or her
immigration status.

Finally, the rule makes clear by
amending 8 CFR 235.1{{) that al}
nonimmigrant aliens will be issued the
Form 1-94, Arrival Departure Record
regardless of whether they come
through an air, sea or land port of entry,
unless they are otherwise exempted
from the 194 requirement. This
amendment clarifies that air and sea
carrier passengers will continue to be
issued I-94s which must be surrendered

ly effective interim rule with
provision for public comment after the
effective date. The collection of
biometrics from foreign nationals
seeking to enter or depart the United
States will greatly enbance the
Government’s ability to identify persons
who are a threat to the public and to
national security. The longer the
Department delays in collecting
biometrics from visa-holders and
eventually other foreign nationals, the
greater chance that a person who has
been previously identified as a threat to
the public may not be timely identified
through his fingerprints, photographs or
other biometrics and may enter the
United States without his true identity
being detected.

The Department has further
determined that this rule is necessary to
give effect to the legislative mandates
for utilization of biometric identifiers in
the entry exit system component of the
US-VISIT program as described in the
USA PATRIOT Act and the Border
Security Act, as previously discussed.
Unless it collects biometric identifiers
from the aliens who present themselves
at inspection and on departuxe, the
Department would be unable to
compare the biometrics associated with
the travel document presented {e.g., a
visa) against the bearer’s characteristics
or against DHS or DOS records of any
previously taken biometrics associated
with the alien’s name. In other words,
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the Department would not be able to
verify the alien’s identity fully or
authenticate his documents as
envisioned by Congress when it passed
the two laws.

Congress has stated that “no later than
October 26, 2004,” biometrics must be
utilized with all travel and entry
documents that DHS and DOS issue to
aliens and that machines capable of
verifying the identities of foreign
travelers and authenticating their
documents through biometrics must be
at all ports of entry. 8 U.S.C. 1732(b).
The Secretary of Homeland Security has
determined that waiting until the last
minute {i.e., October 26, 2004) to begin
collecting biometrics and verifying the
documents and identities of aliens who
cross our borders would be highly
detrimental to the security of the
country. Moreover, the Department
believes that it makes practical sense to
implement the integrated entry exit
system with air and sea arrival/
departure data on foreign travelers at the
same time as a biometric component is
introduced to the system to provide the
enhanced security benefits that
biometrics will provide to verify
identity. For these reasons, the
Department has determined that it must
immediately begin collecting biometrics
from a limited group of aliens, i.e.,
nonimmigrant visa holders who enter
through the air and sea ports, and
expand 1o other categories and locations
as rapidly as possible.

The Department does encourage and
welcome public comments on this rule
and the manner in which it will be
implemented. The Department will fully
consider all comments submitted by the
comment period as it prepares a final
rule and before it expands the program
to other categories of foreign nationals.
See discussion of the “Good Cause
Exceptions’” below.

What Categories of Aliens Are Affected
by This Rufe?

This interim rule applies only to
aliens applying for admission pursuant
to a nonimmigrant visa who arrive in or
depart from the United States through
designated air and sea ports. The rule
exempts: (i} Aliens admitted on A~1, A~
2, C-3 {except for attendants, servants or
personal employees of accredited
officials}, G-1, G~2, G-3, G4, NATO~
1, NATO-2, NATO-3, NATO-4, NATO~
5 or NATO-6 visas, unless the Secretary
of State and the Secretary of Homeland
Security jointly determine that a class of
such aliens should be subject to the
rule, {ii} children under the age of 14,
(i} persons over the age of 79, (iv)
classes of aliens the Secretary of
Homeland Security and the Secretary of

State jointly determine shall be exempt,
and (v} an individual alien the Secretary
of Homeland Security, the Secretary of
State, ar the Director of Central
Intelligence determines shall be exempt.
However, as a routine matter, only
nonimmigrant visa-holders will be
affected by this rule.

What Biometrics Will Be Collected and
Will They Ever Change?

The Department initially plans to take
a digital photograph and two
fingerprints from each nonimmigrant
alien who presents a visa at designated
air or sea ports of entry. The
Department, however, reserves its right
to expand the types of biometric
identifiers required in the future where
doing so will improve the border
management, national security, and
public safety purposes of the entry exit
system. Additional biometric

requi will be impl d in
compliance with section 403{c} of the
USA PATRIOT Act.

How Did DHS Determine Which
Biometric [dentifiers Would Be
Collected for US-VISIT Purposes?

The Department has chosen to collect
two fingerprints and photographs, in
part, because they currently are less
intrusive than other forms of biometric
collections and because the combination
of these biometric identifiers are an
effective means for verifying a person’s
identity. Also, historically fingerprints
and photographs have been the
biometrics of choice within the law
enforcement communities and the travel
industry. As the deployment of more
comprehensive technologies becomes
feasible, however, the Department may
collect additional biometric data to
improve its ability to verify the identity

issibility o

How Will a Person’s Fingerprints and
Photographs Be Collected?

On arrival at air and sea ports of
entry, inspectors will scan two
fingerprints of the foreign national with
an inkless device and will take a digital
photograph of the person. This
information, as well as other
information that the person provides,
will then be used to assist the border
inspector in determining whether or not
to admit the fraveler. Upon exit from the
United States at designated air and sea
ports, the foreign national traveler will
8o to a work station or kiosk to scan his
travel documents, have his photograph
compared, and to provide his
fingerprints on the same type of inkless
device that is used at entry.

What If an Individual Cannot Provide
Clear Fingerprints or Phetographs or Is
Disabled in Such a Way That He or She
Is Unable To Provide the Biometric
Information?

The Department will make reasonable
efforts that are also consistent with the
Government's need to verify an alien’s
identity to accommodate any person
with disabilities which prevent him or
her from complying with the
requirements of this rule for
fingerprinting, photographs or ather
biometric collections. We will follow all
required procedures that are applicable
to government action under the
Americans With Disabilities Act,
cadified as amended at 42 U.8.C. 12101
et seq. and the Federal Rehabilitation
Act, codified as amended at 29 U.S.C.
701 et seq. In cases where a satisfactory
fingerprint, for example, cannot be
taken, the inspecting officer may accept
another biometric identifier that will

and determine the ad
nonimmigrant aliens,

As required by section 403(c) of the
USA PATRIOT Act and section 302{a)(1)
of the Border Security Act, the
Department of Justice and the former
Immigration and Naturalization Service
(INS) worked closely with NIST, DOS,
other agencies and Congress to study
and select fingerprints and digital
phoatographs as the biometric identifiers
that will be used in conjunction with
the entry exit system. A report on the
biometric standards selected was
delivered to Congress in January 2003,
See Use of Technology Standards and
Interaperable Databases with Machine-
Readable, Tamper-Resistant Travel
Documents,” Report to Congress from
U.S. Department of Justice, U.S.
Department of State, and the National
Institute of Standards and Technology
(January 2003).

bly iden